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[Tonoxenue
00 obecneueHnH 0€30MaCHOCTH aBTOMATU3UPOBAHHONW MH(POPMAITUOHHON CHCTEMBI
MyHUIUITATHHOTO OF0/KETHOTO AOIMIKOJIBHOTO 00pa30BaTeIbHOTO YUPEIKIACHUS JIETCKOTO
caza obepasBuBaroniero suaa Ne 2 «/[roliMoBouka» ropoja 3apuHcka

1.006mmue nosnoxxeHus

Hacrosiuee Ilosoxkenuwe ompeznenser TpeOoBaHHS IO OOECIEYCHHIO O€30MacHOCTH
aBTOMAaTU3UPOBAHHOW HMHPOpManMOHHON cuctembl (nanee - AHWC) MyHununaibHOro
OX0/DKETHOTO JIOITKOJIBHOTO 00pa3oBaTeNbHOTO YUPEXKICHUS JIETCKOTO cama
obmepassuBatomiero Buga Ne 2 «JlroliMmoBouka» ropojaa 3apuHcka (ganee — Oneparop).

AUC npencrasnsger coboit IT-cuctemy, mnpenHa3HayeHHYIO JUIsl aBTOMAaTHU3aIUH
nporieccoB (popmupoBaHusi, 00pabOTKH M aHaIM3a MHGOPMAIIMKA TI0O OCHOBHBIM HaIpaBJICHUSM
nesitenbHOCTH Oneparopa.

OcHoBHBIMU (PYHKIIMOHATIBHBIMU BO3MOKHOCTSIMU AVC OnepaTtopa sSBISIOTCS:

- (opmupoBaHUE, XpaHEHHEe W OOHOBIICHHWE CBEICHUI O CTPYKType MOJpa3/eieHui, TPy
Oneparopa;

- popmupoBanme, XxpaHeHUE U OOHOBIICHHE CBEJICHUH O TIEarOTMYeCKOM COCTaBE U MHBIX
COTpYIHHUKaX noapazaenenud Oneparopa;

- (opmupoBanme, xpaHeHHe ¥ OOHOBIICHHE CBEICHHWI OO0 WHIAMBHIYAIbHBIX IJIAHAX PaOOTHI
MeIarOTHYECKOTO COCTaBa,

- (opmupoBaHHe, XpaHEHHE W OOHOBJIICHHE CBEIACHUN 00 yuyeOHOM IUIaHE W HHBIX IUIaHaX
Oneparopa;

- popMupoBaHuEe, XpaHEHHE U OOHOBJIEHUE CBEICHUH O HAarpy3Ke Mearornyeckoro cocTana;

- (opmupoBaHHe, XpaHEHHE W OOHOBJICHHE CBEICHUN O HAy4YHOW M Y4eOHO-METOJIMYECKOU
nuTeparype (METOIUYECKHE PEKOMEHIAINHU, ydeOHbIe MocoOus, MOoHOrpaduu, MyOIHKaInH,
HWHOE), BKJTII0Uasl pa3pabO0TKH MeIaroruaeckoro cocTana;

- ¢dopMupoBaHUEe, XpaHEHHE M OOHOBJIEHHE CBEJCHUNH O BOCIHUTAHHUKAX M HMX 3aKOHHBIX
MIPEICTaBUTEISIX;

- ¢opmupoBaHue, XpaHeHHE U OOHOBJICHHE CBEJICHHH O pe3yiabTaTax 0O0pa30BaTEIbHOTO
nporecca;

- aHanUTH4ecKas 00paboTka nH(GOpPMaIIUU O MIPOBEICHUH 00PA30BATEIBHOTO IIpOIECcca.

B kauectBe nndopmaruu, noanexameit 3amure B ALC OnepaTopa, paccMaTpHBaIOTCS
- IEpCOHAJIbHBIC JJAHHBIE MIEIarOTHYECKOT0 COCTaBa U UHBIX COTPYAHHUKOB;

- TMepcoHaJbHbIC JAaHHbIE BOCHUTAHHMKOB, B TOM 4YHCI€ M JaHHbIE 00 WX 3aKOHHBIX
MIPEICTaBUTEISIX;
- IepCOHAIbHBIC JJAHHBIE COTPYAHUKOB aIMUHUCTPATUBHO-XO3IHCTBEHHBIX MOIPa3ICICHHIA.

[Ipu obecrnieueHnn 6€30MACHOCTH MEPCOHAIBHBIX JAHHBIX B MH(GOPMAIMOHHON CHUCTEME
Omnepatop pyKOBOJCTBYETCSI CIEIYIOLIUM: BBIOOP CPENCTB 3aIIUThl HHPOPMALIUU TSI CUCTEMBbI
3alUThl TEPCOHANBHBIX JaHHBIX; OIpEAeJeHHe TUMa Yrpo3 O0e30MacHOCTH NEePCOHAIBHBIX
TAHHBIX, aKTyaJbHBIX Ui MHPOPMAIMOHHON CHCTEMBI; YCTAHOBJICHHE M O0OeCreYeHne YPOBHS
3alIUIIEHHOCTH MEPCOHAIBHBIX B MH(GOPMALMOHHON cucTeme mpousBoautcs OmnepaTopoMm B
COOTBETCTBUU C TpeOOBaHUSMHU K 3allUTe IMEPCOHATBHBIX JAHHBIX MPU HUX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX TMEepPCOHANBHBIX JAaHHBIX, YTBEPKIEHHBIX TMOCTAHOBJICHHEM
ITpaBurensctBa PO ot 1 Hos16pst 2012 1. N 1119.

OCHOBHBIMH TPYIITIAMHU yI'PO3, HAa TPOTHBOCTOSHIE KOTOPHIM HAIIPaBJICHBI IIeNTH U TPeOOBaHUS
0€30MMacHOCTH, ABJISIOTCS:

- YIpo3bl, CBSI3aHHBIE C OCYIIECTBICHUEM HECAaHKIIMOHHMPOBAHHOTO JOCTyHa (03HAKOMIIEHUS) C
uHdopmanuen, coaepxkameld CBEACHHS O TEPCOHAIBHBIX JaHHBIX PAOOTHUKOB U
BOCITUTAHHHKOB, MTPH €€ 00paboTKe U XpaHEHUH;



- YIpO3bl, CBA3aHHBIE C HECAHKIIHOHUPOBAHHBIM KOIIMPOBAHUEM (XUIIEHHUEM) HH(POpPMAIHH,
coJiepKalieil CBeZICHNs1 O IEPCOHATBHBIX JaHHBIX PAOOTHUKOB M BOCIIUTAHHHUKOB;
- Yrpo3bl, CBSA3aHHBIE C OCYIIECTBICHHEM JOCTyNa K MH(OpMAIMH, COAEp)Kalled CBEACHUS O
MEPCOHATBHBIX JaHHBIX PA0OOTHUKOB M BOCHHTAHHUKOB, 0€3 pa3pelieHus Ha TO ee BIaJesblla
(cyOBbeKTa nmepcoHaIbHBIX TAHHBIX ),
- YIpO3bl, CBSI3aHHBIE C HApYIIEHUEM MOPsAKA JAOCTyNa K MHQOpPMAaLKH, COoIepKaIeil CBeICHUs
0 TIEPCOHAIIBHBIX JIAHHBIX PAaOOTHUKOB M BOCIIUTAHHUKOB, TEpPENIaBAEMON 3aWHTEPECOBAHHBIM
TUIIAM;
- Yrpo3bl, CBA3aHHBIC C MEPEXBAaTOM HH(OPMAIUH, COAEpKAIIEH CBEACHUS O MEPCOHAIBHBIX
TAHHBIX PaOOTHUKOB W BOCHHTAHHHKOB, M3 KAaHAJOB TEpeNadyd JAaHHBIX C HCIIOJIb30BaHUEM
CTEIUAIM3UPOBAHHBIX MPOTPAMMHO-TEXHHUECKIX CPEICTB;
- yrpo3bl, CBs3aHHble C TmoTeped (yrpaToil) uHbOpManMM, COAEpXKalled CBEICHUS O
MEPCOHANBHBIX JAHHBIX pPAOOTHUKOB U BOCIUTAaHHUKOB, BCJIEACTBUE COOEB (OTKa30B)
MIPOTPAMMHOTO H alapaTHOTO 00eCIeueHus;
- Yrpo3bl, CBS3aHHBIE C BHEIPEHHWEM KOMITBIOTEPHBIX BHPYCOB M JAPYroro BpPEAOHOCHOTO
MIPOrPaMMHOTO 00€CTICUeHNS;
- Yrpo3bl, CBS3aHHBIE C OCYIIECTBICHHEM HECAHKIIMOHUPOBAHHBIX HH(POPMAIMOHHBIX
BO3JICHCTBUI (HAmpaBIIEHHBIX Ha «OTKa3 B OOCITYXHBaHHH» IS CEPBHCOB, MOAW(DUKAIIIO
KOH(UTYpaIIMOHHBIX JTAHHBIX IPOTPaMMHO-aIIapaTHBIX CpeICTB, noaoop
ayTeHTU(UKAIMOHHOW HH(OPMALIUY U T.I1.).

OyHKIMOHATIbHBIE TPeOOBaHMS 0€30ITaCHOCTH OXBAThIBAIOT:
- TpeOOBaHUS K OCYIIIECTBIICHHUIO ay/ITa O€3011aCHOCTH;
- TpeOOBaHUs K 00€CIIEYeHHIO MOJIMHHOCTU CyObhEKTOB 0OMeHa HHPOpMaIIHEi;
- TpeOOBaHUs K KpUNTOrpadudecKo MOAIEPIKKE;
- TpeOoBaHMS K 3amuTe HHQOpPMAIMU, COJIep)Kallel CBEIEHUS O IMEPCOHATBHBIX JIaHHBIX
pabOTHUKOB M BOCIIUTAaHHUKOB;
- TpeOOBaHUA K HACHTU(PUKAIMK U ayTeHTH(UKAINHU ToJib3oBaTeneit AUC;
- TpeOOBaHUSA K YIPABJICHUIO O€30M1aCHOCTHIO;
- TpeOOBaHUS K 3alIUTE CUCTEMBI 0€30MTaCHOCTH

2. OcHoBHBIC pyHKIIMOHAIBHBIC BO3MOKHOCTH AV C, cBsi3aHHbIE ¢ 0OecreueHueM
0€301acHOCTH (3aIUTON HHPOPMAIIUN)

2.1. Bammura nanHbix nosb3oBarens AVC nomkHa OCyIIeCTBIATh (PYHKIUU U TOJUTHKY
n30UpaTenbHOro (JUCKPELIMOHHOTO) YIpaBlieHHus — JocTynoM. M3OuparenbHoe yIpaBiieHHE
JOCTYIIOM JIOJDKHO MPEIOCTaBIIATh BO3MOXKHOCTh OIPAaHUYMBATh U KOHTPOJHMPOBATH JIOCTYIl K
cUCTeMe U K HH(OpMALIUU, COAEpIKAIIeH CBECHHS O TIEPCOHABHBIX TaHHBIX.

Kaxnpiii Ilonp3oBatens, mblTarommiics noinyduth goctyn kK AVWC, cHadana aomkeH
MPOXOJUTh TMPOUEAYpPY HUISCHTUPUKAIUU U ayTeHTH(PHUKAIMK, a 3aTeM, IMpU MOMBITKAX
MOJIyueHUs JOCTyIa K aKTUBaM, — aBTOPHU3aIHIo, T.€. MPOBEepKy paspemieHuit [lonp3oBarens no
OTHOIICHUIO K KAKOMY-JTH0O0 3aIIMIAEMOMY aKTHUBY.

B AUC noctyn k MHpOpMaLKK JOKEH ObITh pa3pelieH TOJIbKO YIOJIHOMOYEHHBIM Ha
sr0 Ilosmp3oBatensm. Mogens 3amutel AUC nomkHa BKIOYAaTh KOMIIOHEHTBI, KOTOpBIE
peanu3yloT KOHTPOJIb CYOBEKTOB JIOCTYIA, JAEHCTBHM, MNpeIIpUHUMAEMbIX KOHKPETHOU
CYIIHOCTBIO 110 OTHOIIEHUIO K 00BEKTY JJOCTYIA.

Kaxnpiii o0bekr nocryna, npexacraBieHHblii B AWC, nomkeH OBITh O0JHO3HAYHO
accoIMMpoBaH ¢ HabopoMm arpuOyToB O€30MAaCHOCTH, OIpPENeNAIoNUX 0e30MacHOCTh
3alIUIAEMOT0 00bEKTA.

Jauuelii Habop aTpuOyTOB JODKEH (opMUpOBaTbCS MPH CO3JAHMM OO0BEKTa U
BIIOCJIC/ICTBUM MOJKET MEHSATbCA. V3MeHeHue uX 3HauYeHHMH JOJDKHO OBITh 00eCHeueHO TOJIBKO
[Tonp30oBaTensM, HMMEIOLIMM CTaTyC BJajenblia O00bEKTa, a TakKkKe CyObeKTaM, KOTOPBIM
IIPEIOCTABIJIEHBI COOTBETCTBYIOIIHNE ITOJITHOMOYUSI.



[IpaBa moctyna cyObEKTOB K OOBEKTY JOJDKHBI OMPEACISATHCA MOCPEIACTBOM CITHCKA
yrpaBiieHus: AocTynoM. CHHCOK YOpaBiCHHUS JOCTYIIOM JOJDKEH BKJIKOYATh IEPEYCHb
M0JIb30BATEJICH, KOTOPBIM pa3pellieH JOCTYIl K OOBEKTY, a TaKkKe HAOOp JOMYyCTUMBIX Hajl
00BEKTOM JIEHCTBHUH.

2.2. Aymat coObITHii 6€301aCHOCTH

AVNC gpomkna oOecnieuuBaTh HAOOp CpEACTB ayauTa, TNPEAHA3HAYCHHBIX JUIS
MOHHUTOPHHIa U OOHAPYKEHUsI HEXKENAaTeIbHbIX YCIOBUI, KOTOPhIE MOTYT BO3HUKHYTb, a TaKKe
COOBITHIA, KOTOPbIC MOTYT TIPOU30UTH B cHCTEME. MOHUTOPUHT OTHOCSIIUXCS K 0€30MacHOCTH
COOBITHH JOJDKEH TO3BOJIATH OOHAPY)KMBATh HapyIIMTENel OE30MacHOCTH, a TAaKXKe BBISBIIATH
MOTBITKA HECAHKITUOHUPOBAHHOTO joctyrna K AVC wim nocrymna K 3aiuimaeMoil nHbopMaIiim.
B uwactHOCTH, ompenensis MOJUTUKY aynuTa, YIOJHOMOYEHHbIN agmuHuctpatop AUC nomxen
UMETh BO3MOXHOCTb OCYLIECTBJISITH ~ ayJUT TOJIBKO HEOOXOAMMBIX THUIOB COOBITUI
0€30MacHOCTH, TaKMX KaK HEyJauyHble MOMBITKU MOAKIIOUEHUs nonb3oBareneil k AUC. 3anuch
PE3yJIbTaTOB ayJUTa COOBITUI O€30MaCHOCTH JIOJHKHA OCYIIECTBIIATHCS B )KypHAJIbI PETUCTPALUN
cOOBITHI aynuTa, JOCTYN K KOTOpPOMY JOJDKEH OBITh pa3pelieH TOJIbKO YHOJIHOMOYEHHOMY
agmunuctpatopy AWC. TlpocMoTp IKypHAJIOB perucTpandd COOBITHHA ayAauTa JOJDKEH
BBITNIOJIHSAETCS € ucnoJib3oBaHueM cpenctB AUC (crnennanu3upoBaHHBIX MWHCTPYMEHTAIbHBIX
cpenctB). JlaHHble cpeAcTBa JIOJDKHBI  MPEAOCTaBISATH BO3MOXKHOCTH MOHUTOpPHHTA U
perucTpamnuu TOJIbKO TeX COOBITHI ayauTa, KOTOpPbHIE YIOBIIETBOPSIOT 3aJaHHBIM KPHUTEPUSIM,
YTO MO3BOJIUT OTPAHUYUTH 00BbEM JaHHBIX, COOMPAEMBbIX O COOBITHAX 0€30MaCHOCTH.

2.3. Unentudukanus u ayreHTUPUKALUSL

ANC  pgomxna  TpeOoBaTh, 4YTOOBI  BCE€  CYOBEKTHI  JOCTyMa  YHHUKAJIBHO
UIeHTU(OUIIMPOBATUCh, W ayTeHTH(uIupoBamuchk npu goctyne Kk AMC ¢ momomisio BBOAA
uneHtudukartopa u napoisi. Uaentudukanus u ayreHTU(UKALNS TOJKHBI OCYIIECTBISATHCS 10
BBITIOJTHEHUST CYOBEKTOM JocTyma Kakux-nmub6o paeictBuil. AWC nmomkHa moAaepKUBaTh
ayrentudukanuio Ilonp3oBareneit BMecte ¢ ux aBropusanuei. I[IpemycmarpuBaercs, 4YTO
aBTopuzauus [lonb3oBareneil nmpeacTaBisieT HayalbHBIA YPOBEHb Ui pa3pelieHus J0CTyna K
JIOKAJIbHBIM U CETEBBIM PECypCaM.

ANC nmomknHa obecriedynMBaTh XpaHEHUE IMaposied B npeodpazoBanHoM ¢opmare. AVC
JOJKHA TIPEAOCTaBISATh CPEACTBA yCUJICHHsS 0e30MacHOCTH MapoJield 4epe3 HCIOJIb30BaHHUE
MEXaHHU3MOB, TO3BOJISIOUIUX  OINPEACTUTh MUHUMAJIbHYIO JUIMHY, BpeMs JAeWCTBUS
(MUHUMaTbHOE W MaKCHMaJIbHOE), 33/1aThb TpeOOBaHHWE YHUKAJIBHOCTH (HETIOBTOPSEMOCTH) U
BpEeMsi CMEHBI ITapoJIsl.

AWC nomkHa mpenoCTaBlIATh MEXaHU3M OIOKMPOBAHUS YYETHOM 3amHCH MOJIb30BaTelNs
MOCJIe OMPEACNIEHHOr0 KOJIMYEeCTBa TMONBITOK BBOJA HEMPABUIBHOIO HWMEHU W/WIHM Tapois
MoJIb30BatTens 10 ee pa3bnokupoBanus agmMuHUCTpaTopoM AUC uinu mo UCTeUeHUU BPEMEHU
NeUCTBUS, 33JAHHOTO JJISl CUETYHKA OJOKHUPOBKH.

2.4. 3ammTa cucTeMbl 6€30MaCHOCTH

ANC nmomxHa MPEAOCTaBIATh P BOZMOXKHOCTEH UIsl 00ecriedeHHsl 3allUThl CUCTEMBI
6e3omacHocTH. M30msMst TPOIECCOB W TOJAEPKaHHUS JOMEHa Oe30MacHOCTH  JIOJIKHBI
obecnieunBath Oe3o0macHoe BhIMoNHEeHHE GyHKIM cuctembl O6e3omnacHoctu AVC. Bo3moxHOCTB
OCYILIECTBIICHUS MEPHOJNUECKOT0 TeCTUpOBaHus cpeabl pyHkimonupoBanuss AUC (anmapaTHoit
4acTh) U COOCTBEHHO camux (yHKuuii cuctemsl OezomacHoctd AWC nomkHO obecredynBaTth
nojJiep>)kaHue yBepeHHocTH aamuHHcTpatopa AWMC B HENOCTHOCTH U KOPPEKTHOCTU
(GYHKIMOHUPOBAHUS (PYHKIUI cHCTEMbI 0€301TacCHOCTH.

3. OcHOBHBIE CPYHKI_[I/IOHaJIBHBIC BO3MOKHOCTHU ITOBBIIICHUSA HAACKHOCTHU
ANC JO0JIKHa o0ecneynBaTh HAACKHYIO 3alllUTy AAaHHBIX OT HCMPCABUACHHBLIX cboeB
MK OTKa30B CUCTCMBI, obecneunBas CJICAYIOIIUC BO3MOKHOCTH 110 IMMOBBIICHUIO HAACKHOCTH.



3.1. Pe3epBHOE KONMPOBAHUE TAHHBIX

B AUC nomxHbI BXOOUTh CTaHJAPTHBIE CPEACTBA MPENOTBPALLEHUS NOTEPHU JAHHBIX U
UX BOCCTAaHOBJIEHMS B CIydae BO3MOXHBIX cOoeB. lMmerommuecss CpeacTBa pe3epBHOIO
KOIIMPOBAHUA HOOJDKHBI IPCAOCTABJIATH ITonmp30BaTeIsIM BO3MOKHOCTH BBI60pa Pa3JIMIHBIX
CTpaTerwii pPE3epBHOTO KOMMPOBAHUS, OOCCIICUMBAIONINX HEOOXOJUMBIH YpPOBEHBb 3aIUTHI
JAHHBIX B CITy4ae BOSHUKHOBEHHs cOOeB B paboTe cucTemsl, pu 3ToM llonp3oBarensiM JopKHA
MpeaoCTaBJIATHCS BO3SMOKHOCTD BBITIOJHCHUSA PC3CPBHOIO0 KOIMMUPOBAHHA JAHHBIX HA HECHCMHBIC
U CbEMHBIE YCTPOMCTBA XPAHEHUS.

3.2. BoccTaHOBIIEHHE CHCTEMBI
OyHKIMOHAIbHBIE BO3MOKHOCTH BOCCTAaHOBJIEHHSI CHCTEMBI JIOJDKHBI TO3BOJISTh
Bo3Bpauiath AMC B cocrostHue, npenumectBytoniee c6or. Ilpu stom B AUC He nomxHO
MIPOUCXOUTH MOTEPH (MO0 MOTEPU AOJKHBI ObITh MUHUMAJIbHbBI) U UCKAKEHUS JAHHBIX.

3.3. CpencrBa aIMUHUCTPUPOBAHMS, YIIPABICHUS U MOJIEPKKH
B coctaB AUMC nomkHbl OBITH  WHTETPUPOBAHBI  Tpaduueckwe  CpencTBa
aIMUHUCTPUPOBAHHUS W/WIIM YTHJIMTHI KOMAaHIHOW CTpOKH, obOecneunBaronme 3PQeKTHBHOE
MoJIHOMAcIITaOHOE U THOKOE yrpaBJieHHe (B TOM YUCIIE MOHUTOPHHT).

4. Cpena 6e3omacHoctn AUC

4.1. Mogenu yrpos, xapaktepubie st AUC

4.1.1. OcymecTBieHue HECAHKIMOHUPOBAHHOTO O3HAKOMJIEHUS C TNEPCOHAIbHBIMU
JaHHBIMU PAOOTHUKOB U BOCIIUTAHHUKOB.

HcTouHnKH yrpo3bl — BHENTHUN 3710 YMBIIJICHHHUK.

Croco6 (MeToa) peanu3aiyu Yyrpo3bl — MepexBaT WH(OpPMAIMK U3 KaHAJIOB Tepenayu
JAHHBIX C UCIOJIb30BAHUEM CHEIMATU3UPOBAHHBIX TPOrPAMMHO -TEXHUYECKUX CPEJICTB.

Hcnonb3yemple  ysI3BUMOCTH — BO3MOXHBIE HEAOCTAaTKM MEXaHHW3MOB  3alllUThI
uH(popMalUY TIPH ee Mepefade Mo KaHajaM Mepefayd JaHHBIX, CBSI3aHHBIE C BO3MOXHOCTHIO
HECaHKIMOHUPOBAHHOTO 03HAKOMJICHHMSI C TiepeaBaeMoi nH(opmanyen TpeTbux JHLl.

Bun undopmanumy, nmoTeHUUATbHO TOJABEPKEHHOM yrpo3e — IMepCOHaIbHbIE JaHHBIC
pabOTHUKOB M BOCIIUTAHHUKOB.

Hapymaemoe cBoiicTBo 6€30macHOCTH — KOH(PHUACHINATHHOCTb.

Bo3moxHbIe MOCIEACTBUS pealu3alii Yrpo3bl — HAHECEHUS MOPAIbHOTO W/WIH
MaTepHUaIbHOrO yiiepoa nuiy, GurypupyrounemMy B nepexBauyeHHod uHpopManuu. Hanecenue
KOCBEHHOTO MaTepPHAIILHOTO yIepoa 00pa3oBaTeIbHOMY YUPEXKICHUIO.

4.1.2. OcyiiecTBIeHHE HECAaHKIMOHHUPOBAHHOTO O3HAKOMIICHUSI C MEPCOHAIbHBIMU
JAaHHBIMU PAOOTHUKOB U BOCIIUTAHHUKOB U MX MOJU(DUKALKS (B TOM YUCIIE MTOJIMEHA).

HcTounuku yrpo3sl — BHEIIHUHN 3710 YMBIIIUIEHHUK.

Crioco0 (MeTon) peanu3anuy yrpo3bl — MepexBaT MHQOpPMAIMKM U3 KAaHAJIOB Iepenadyu
JAHHBIX C UCIOJIB30BAHUEM CIIEHUATU3UPOBAHHBIX TPOT PAMMHO-TEXHUYECKUX CPE/ICTB;

MoaupuKaus (B TOM 4YHCIE MMOJMEHA) MepexBaueHHONW MH(POpPMALUU U HaBsI3bIBAHUE
JIOXKHOU MH(OpPMAIIUH.

Hcnonb3yemble ysI3BUMOCTH —HEIOCTATKM MEXAHU3MOB 3allUThl MHPOPMALUU MpU €e
nepeaye 1Mo KaHajuaM Mepeaayd JaHHBIX, CBA3aHHbIE ¢ BO3MOXKHOCTBIO HECAaHKIIMOHUPOBAHHOTO
O3HAKOMJIEHUS M MOAU(DUKAIIUY (B TOM YHUCIIE OJAMEHBI) IiepeiaBaeMoi HHPOPMaLIUK.

Bun unpopmanuu, MOTEHIMATBHO MOABEP)KEHHOW Yrpo3e — MEepCOHAabHbIE JaHHBIC
pabOTHHUKOB M BOCIIMTAHHHUKOB.

Hapymaemble cBoiicTBa 6€301MacHOCTH — KOH(PUIEHIIUATBHOCTD, IIETIOCTHOCTb.

Bo3MokHBIE TOCHEACTBHS peaau3alid yrpo3bl — HAHECEHHs MOPAIbHOTO HW/WIH
MaTepHallbHOTO yiiepba nuiy, (UrypupylolleMy B IepexBaueHHOW uHpopManuum u3-3a
HECAHKIIMOHUPOBAHHOTO PACKPBITUS KOH(MUACHIMAIBHOW MH(GOpPMAUK WU PaclpoCTpaHEHHS



PacKpBITBIX JaHHBIX. HaHeceHMe  KOCBEHHOTO MaTepHajJbHOTrO yiiepda JOIIKOJIEHOMY
00pa30BaTEILHOMY YUPEKACHUIO.

4.1.3. Hapymenue AOCTYHHOCTH, YTpara WIHM HCKaXEHUE MPEIOCTaBIIEMbIX
NEPCOHANBHBIX JIAaHHBIX PAOOTHUKOB M  BOCIHTAHHUKOB BCIEACTBHE COOEB (OTKa30B)
MIPOrPAaMMHOTO M alMapaTHOTO 00eceueHHs.

HcToYHHMKH yrpo3bl — MPOrpaMMHOE U alapaTHOe oOecreueHue.

Crnoco6 (MeTon) peanmu3anuil  yrpo3sl — cOOM (OTKa3bl) MPOTPaMMHOTO U alapaTHOTO
o0ecrieyeHusI.

Hcnonp3yemble yA3BUMOCTH — HEIOCTaTKA MEXaHM3MOB OOECHEeUYeHHs JTOCTYITHOCTH
TpeOyeMoil wuH(pOpMaMU, CBSI3aHHBIE C BO3MOXKHOCTBIO OJIOKMPOBAHHUS MPEAOCTABICHHS
nHpOpMAIUU Ha HEAOIYCTUMOE BPEMSI.

Bun wHpopManuu, MOTEHIIMAIFHO TOJBEP)KEHHOW Yrpo3e — MEepCOHAJIbHBIE TaHHBIC
pabOTHUKOB ¥ BOCITUTAHHUKOB.

Hapymaemoe cBoicTBO 6€30MacCHOCTH — AOCTYITHOCTb, JOCTOBEPHOCTD.

Bo3MOXHBIE TIOCHENCTBHS peajlu3alldd  Yrpo3bl — HApYIOIEHHE CO  CTOPOHBI
00pa3oBaTEIbHOTO YUPEKICHUSI B3ATHIX Ha ce0si 00s3aTeNbCTB MO 00pabOTKEe MEPCOHATBHBIX
JTAHHBIX PAOOTHUKOB W BOCIIUTAHHUKOB M MOXET MPHUBECTH K NPSIMOMY WJIH KOCBCHHOMY
MaTepHUaIbHOMY YIIepOy JOIIKOJILHOMY 00pa30BaTeIbHOMY YUPEKICHUIO.

4.1.4. HapymuieHue corjiacoBaHHOCTH JAHHBIX B MEPCOHANbHBIX JaHHBIX PaOOTHUKOB U
BOCIIUTAHHUKOB BCIIEJICTBUE cOOEB (OTKA30B) MPOTPAMMHOIO M amlapaTHOTrO oOecreueHus, a
TaKKe OIKOOK MepcoHaa IOMKOILHOIO 00pa30BaTebHOTO YUPEKACHHUS.

HcTounmkm yrpo3sl — TIporpaMMHOE U ammapaTtHoe oOecredeHue, nepcoHal
JOIIKOJIBHOTO 00pa30BaTEIbHOTO YUPEXKICHUS.

Croco6 (Meton) peanu3anuu yrpo3bl — cOou (OTKa3bl) MPOrpaMMHOTO OOECTIeYCHUS U
OIMOKH TIEpCcoHasa JOMIKOJIHHOTO 00Pa30BaTEILHOTO YUPEIKICHUS.

Hcnonb3yembie ysI3BUMOCTH — HEAOCTATKH MEXaHU3MOB 00€CIEUYeHUs COTJIAaCOBAHHOCTH
nanubIX B B[ AVIC, cBsi3aHHBIE C BO3MOYKHOCTBIO HAPYIIEHUS COTJIACOBAHHOCTH.

Bun undpopmanuy, moTeHUUATbHO MOJBEPKEHHOM yrpo3e — IMepCOHajbHbIE JaHHBIE
pabOTHUKOB M BOCIIUTAaHHUKOB.

Hapymaemble cBoiicTBa 0€3011aCHOCTH aKTUBOB — JOCTOBEPHOCTb, 1I€JI0CTHOCTb.

Bo3MmoxHBIE TOCIEACTBUS peaiu3aluid yrpo3bl — paccorjacoBaHHE B IEPCOHATIbHBIX
JTAHHBIX paOOTHUKOB M BOCITUTAaHHUKOB, XpaHUMbIX B B/l AWC, 4T0, B CBOIO OUepe/ib, MPUBEACT
K BO3MOXXHOMY HAaHECEHHsS MOPAJIBHOTO W/WIM MaTepHalIbHOTO yilepda JOUIKOJIbHOMY
00pa30BaTeIbHOMY YUPEKICHHUIO

4.1.5. OcymecTtBiaenue aoctyna (O03HAKOMJICHHS) C TEPCOHAIBHBIMU JaHHBIMU
BOCIIUTAHHHUKA, XpaHUMbIMH U oOpabareiBaembiMu B AWC, 6e3 cormacus cyObekTa
MEPCOHAIBHBIX JIAHHBIX (3aKOHHOTO MPEACTABUTENS) MU OKOHYAHUS CpOKa JEHCTBHUS TaKOTO
corjacusi.

Hctounuku yrpo3pl — YHOJHOMOYEHHBIE Ha JOCTYNl K TEPCOHAJIbHBIM JTAHHBIM
BHYTPEHHHE U BHEIIHUE MOJH30BATEIH.

Crnoco6 (meron) peanu3aliM yrpo3bl — OCYIIECTBJIEHHE JOCTyNa K IMEePCOHAIbHBIM
JAaHHBIM  BOCIIUTAHHUKOB C  HCIOJb30BAaHHMEM INTATHBIX CPEICTB, MPEIOCTABISIEMBIX
MporpaMMHO-anmapaTHeIM obecnieuenneM ANC.

Hcnonb3yembie yI3BUMOCTH — HEJOCTATKU MEXaHM3MOB 3all[UThI MEPCOHATBHBIX JAHHBIX
oOyyJaromerocsi, CBs3aHHbIE C BO3MOKHOCTBIO JIOCTYyHa K HHMM 0O€3 HHCbMEHHOIO COTIjlacus
CyOBeKTa MepCOHANBHBIX JAHHBIX WJIH MOCJIEe OKOHUAHUS CPOKA €ro JeHCTBHUS.

Bun uHpopmanumu, MOTEHIMATBHO TOJBEPKEHHOW Yyrpo3e — IMEepCOHAIbHBbIC JTaHHBIE
BOCITUTAHHHUKOB.

Hapymaemsle cBolicTBa 0€301MacHOCTH — KOH(PUICHIINATBHOCTb.

Bo3MoskHBIE TIOCIENCTBUS pealn3alii Yrpo3bl — HECAHKIIMOHUPOBAHHOE 03HAKOMIICHHE
C TEePCOHATBLHBIMU JaHHBIMH BEJIET K HAaHECEHHIO MOPAIBHOTO W/WJIM MaTepuaibHOro yiepoa
oOyuaromiemMycs u3-3a HECAaHKIIMOHUPOBAHHOTO PACKPBITUS KOH(UICHIIMATEHOW HH(OpMALIUK.



4.1.6. Buenpenue B HHGOPMAIMOHHYIO CHUCTEMY OOpPa30BaTENBHOTO  YUPEKACHUS
BHUPYCOB U JIPYTOTO BPEAOHOCHOTO MPOTPAaMMHOTO O0eCHeueHHs] TpU B3aUMOJCHCTBUU C
BHEIIHUMH CHCTEMaMH, a TAK)Ke MOJIb30BATEISIMU C HOCUTENEH HH(POpMaIiK, UCTIONb3yeMbIX Ha
aBTOMATH3UPOBAHHBIX pab0OYMX MECTaXx.

HcToyHuku yrpo3sl — BHYTPEHHHME TIIOJIb30BAaTeld W TIEPCOHAN  JIOIIKOJIBHOTO
00pa30BaTENLHOTO YUPEKICHHSI, BHEIITHAE CHCTEMBI.

Crioco0 (MeToa) peanu3alii yrpo3bl — BHEAPEHHE BHPYCOB U JIPYrOro BPEJOHOCHOTO
MIPOrPAaMMHOTO 00€eCIIeYeHus IPU B3aUMOJICHCTBUY C BHEITHUMH cucTeMaMu ((paiiioBelii 0OMeH,
AIIEKTPOHHAS TIOYTA | T.II.), @ TAKXKE MPH MCIIOJIb30BAaHUH ChEMHBIX HOCUTENECH MHpOpManuu Ha
aBTOMATH3UPOBAHHBIX paO0YMX MECTaX.

Hcnonp3yemble yA3BUMOCTH — HEJIOCTAaTKA MEXaHW3MOB 3allUTHl HH()OPMAITMOHHON
CHCTEMBI 00pa30BATENBHOTO YUYPEXKJIEHUS OT BHEIPEHHUS BUPYCOB M JPYroro BPEAOHOCHOTO
MIPOTPAaMMHOTO 00eCTieueH s, CBS3aHHBIE C BO3MOXKHOCTBIO BHEIPEHUS BUPYCOB W JPYroro
BPEIOHOCHOTO TIPOTPAMMHOTO 00ECTICYCHHSI.

Bun undopmanum, noTeHIIMATBHO MOABEPKEHHON yrpo3e — MporpaMMHOe o0OecrieueHue
WH(GOPMAIIMOHHOMN CHCTEMBI IOITKOJIEHOTO 00Pa30BaTEIFHOTO YUPEKICHHS.

Hapymaemoe cBoMCTBO 6€30MaCHOCTH aKTUBOB — II€JIOCTHOCTb.

Bo3MoOXHBIE ~ TOCNIEACTBUSI  peaju3allid  yrpo3bl  —  HapyIIeHHE  PEeKUMOB
(YHKIIMOHUPOBaHUS HMH(DOPMAILMOHHOW CHCTEMbl 00pa30BaTENbHOIO YUpEXKACHUS, MOTeps
(yrpata) m ucKaxkeHue WHGOPMALMK, CHIDKEHHE YPOBHS 3aIIMIEHHOCTH HH(OPMAIMOHHON
CHCTEMBI JIONITKOJIFHOTO 00pa30BaTEILHOTO YUpEXAeHU. BeeT kK BO3MOKHOMY MaTepruaibHOMY
yiepOy TOMIKOILHOTO 00pa30BaTEILHOTO YUPEIKICHHS.

4.1.7.0cyuiecTBiI€HHEe  HECAHKIIMOHUPOBAHHBIX  MH(GOPMALMOHHBIX  BO3JEHCTBUI
(Mmomudukanusi KOHGUTYPAITMOHHBIX JaHHBIX IPOTPaAaMMHO-ANMNapaTHBIX  CPEACTB, MOJ00D
ayTeHTU(PUKAIMOHHOW HMH(POpMAlMU M T.N.) HA HHPOPMAIMOHHYIO CHCTEMY JOIIKOJBHOTO
00pa30BaTeNIbHOTO YUPEXKACHHUS, OCYIIECTBISEMbIX U3 BHEIIHUX CUCTEM.

WcTounuku yrpo3sl — BHEIIHUE 3710 yMBIIIEHHUKY, BHEIIIHUE CUCTEMBI.

Croco6 (MeTon) peanu3alu yrpo3bl — HECAHKIMOHWPOBAHHBIE HH(POPMAIIMOHHBIE
BO3JICHCTBUSL C  HUCHOJb30BAaHUEM  CIEUUAIU3UPOBAHHOTO  MPOrPaMMHO-aNNapaTHOTO
obecrieyeHus.

Hcnonb3yemple yS3BUMOCTH — HEAOCTATKH MEXaHM3MOB 3alllUThl MH(YOPMAIIMOHHOM
CUCTEMBbI JOUIKOJILHOTO 00pa30BaTEIbHOTO YUPEKIEHUS OT HECAaHKIMOHUPOBAHHBIX BHEIIHHX
BO3ICUCTBUI.

Bun undopmaiy, noTeHIUANBHO IMOJABEPKEHHONH Yrpo3e — MpOorpaMMHO-alNapaTHOe
obecrnieueHre HHMOOPMALIMOHHON CUCTEMBI JIOIIKOJIHLHOTO 00pa30BaTEIbHOTO YUPEKACHHUS.

Hapymaemble cBoiicTBa 0€301aCHOCTH aKTUBOB — KOH(DUIEHIINATIBHOCTb, IIEJIOCTHOCTb.

Bo3moxHbple — moOciencTBUS — peaju3aldd  yrpo3bl  —  HApyIICHHE  PEKUMOB
GyHKIMOHUPOBaHUS ~ MHPOPMAIMOHHOM  CHCTEMBI  JIOIIKOJIBHOTO  00pa30BaTEIbHOTO
YUPEKJCHHS, CHUKCHHE YPOBHS 3alUIIEHHOCTH WHGOPMAIIMOHHON CHUCTEMBI OIIKOJIHHOTO
00pa30BaTeNbHOTO yupexaeHus. Beaer kK BO3MOKHOMY MaTepUalbHOMY YIIEpOy.

4.2. ITonutuka u nenu o6e3omacuoct Lt AUC

ANC nomxHa 00ecTieynTh clieZIOBaHUe MPUBEIEHHBIM HUXKE MpaBuiIaM 0€30MacHOCTH:

1. JlomxkHa ObITh OOecTieueHa perucTpaius 1 yueT moJrydeHus (BKJIrouas ykazaHue cpoka
JEMCTBHS) COTTIACUSl 3aKOHHOTO MPEJCTaBUTEN BOCTUTAHHUKA Ha 00pabOTKY MPETI0CTaBICHHBIX
UM B JIOLTKOJIbHOE 00pa3oBaTelbHOE YUPEKACHUE TEPCOHATBHBIX JTaHHBIX.

2. Jomxna ObITh oOecrieueHa BO3MOXKHOCTh HAJIE)KHOTO XPAHEHUS TEPCOHATBHBIX
JTAHHBIX PAa0OTHHUKOB W BOCHHUTAHHUKOB (B TEYEHHE JEHCTBHUSI CPOKa TPYAOBOTO JIOTOBOpa H
paszpeieHus (coriacus) Ha 00padOTKy MepCOHATBHBIX JaHHBIX COOTBETCTBEHHO).

3. JloibkHa OBITh OOecIieueHa BO3MOXKHOCThL Oe3omacHoro BoccranoBieHus AMC mocne
c00eB 1 0TKa30B MPOTPaAMMHOT0 oOecredeHust 1 000pyI0BaHUS.



4. omxHa ObITh oOecrmeyeHa 3ammura HHGOPMAIMH, COCTABIISAIOUICH IEPCOHAIbHBIC
JaHHBbIE pAO0OTHUKOB W BOCIUTAHHUKOB, TpU €€ 00paboTke, XpaHEHWH U Tepenade
CIELUANTU3UPOBAHHBIMU CPEICTBAMU 3AIIUTHI.

5. JlowkHO OBITh OOCCIICUCHO  HAIWYMC  HAICXKAIIUX, 3al[UIICHHBIX  OT
HECAHKIIMOHUPOBAHHOTO HCIOJB30BAHUSA, MEXaHU3MOB PETUCTPAlMM U TMPEAYNPEKICHUS
anmuaucTparopa AMC o mo0bIx coObITHAX, OTHOCAIIMXCS K Oe3onacHoctu AVC.

6. JlomxHO OBITH 0OECTIEYCHO HATMYUE HAUISKAMINX U KOPPEKTHO (PYHKIIMOHUPYIOMINX
CpeACTB aIMUHHCTPHPOBAHUS OE30MACHOCTH HMH(POPMAITMOHHONW CHUCTEMBI JOIIKOJIBHOTO
00pa30BaTEILHOTO YUPEXKICHHS, TOCTYITHBIX TOJBKO YIIOJTHOMOUYEHHBIM aMHUHUACTPATOPAM.

7.JomKHBl OBITH TMPEIOCTABICHBI MEXaHW3MBI ayTeHTU(UKAIUMK, OOeCIIeYNBAIOIINE
aJIeKBaTHYI0  3aIlUTy OT TNPSMOTO WM  YMBIIUIEHHOTO HapymeHus 0e30macHOCTH
HAPYIIUTEISIMU C HU3KUM TOTEHIINAJIOM HarlaIeHusI.

8.JlomKkHBI OBITH OOEcreueHbl MEXaHU3Mbl T€HEepalud, HaJUIeKAIIEro M 3al[UIeHHOTO
pacripeniesieHusi, yHUYTOKEHUS KITF0UeBO MHopMamy, a Takke MeXaHW3Mbl MH(PPOBAHUS, U
dbopMupoBaHUS  DJIEKTPOHHOW  1MQpPoBON  moanmucu. JlaHHbIE  MEXaHU3MBI  JOJDKHBI
(GYHKIIMOHUPOBATH B COOTBETCTBHH C CEPTH(PHUIIMPOBAHHBIMHU aJITOPUTMAMHU.

4.3. IlonuTuka 1 nenu 0ezonacHocTy A cpeasl pynkuonupoanus AUC

Cpena dyaxmmonupoBanust AVIC nomkHa 00ecrieunTs ClieI0OBaHUE TIPUBEICHHBIM HIDKE
IpaBuiIaM 0€30MacHOCTH:

1. HomxHa OBbITh oOecredeHa WH)XEHEPHO-TEXHUYECKash YKPEIUIEHHOCTh OOBEKTOB
pa3MeNIeHus] CUCTeMbl 00pabOTKH, XpaHEHUS U Tepeaadnd HHGOpPMaIliU, CoJeprKaleld CBEICHHS
0 MEePCOHABHBIX JIAHHBIX.

2.00beKThl pa3MEIICHUsS CHUCTEMbl OOpaOOTKU, XpaHEHHS W Tepenayd WHQPOpPMAIHH,
coJiepkalieil CcBeleHUS O TMEePCOHANBHBIX JAHHBIX, JOJKHBI OBITH OOOpPYIOBaHBI CUCTEMOM
OXpPaHHOW CUTHAIU3AIIH.

3.JlomwkHa OBITh MCKIIOYEHA BO3MOXXHOCTh HECAHKIIMOHHUPOBAHHOTO  (DU3UYECKOTO
J0CTyNa K MPOrpaMMHO-ANIMapaTHBIM 3JIEMEHTaM CUCTeMbl 00paOOTKH, XpaHEHUs U Iepenadu
uH(popMaLKH, CoJepKaIlei CBeIeHUs O IEPCOHAIBHBIX JaHHBIX, CO CTOPOHBI TOCTOPOHHUX JIUII.

4. Ha o0BbeKTax CUCTeMbI 00pabOTKH, XpaHEeHHsI W Iepeaadn WHPpOpPMAIH, CoaepKamei
CBEICHUSI O IEPCOHAJBHBIX JAaHHBIX, JOJDKHO OBITh OOECHeYeHO HaJuuuMe W HaJyiexaliee
UCIIOJIb30BAHME CPEJCTB AHTUBUPYCHOM 3alllUThI, CEPTUPHUIMPOBAHHBIX IO TPEOOBAHUIM
6e30omacHOCTH. JI0JDKHO OBITh 00ECTICUCHO PETYNIIPHOE OOHOBIICHUE aHTUBUPYCHBIX 0a3.

5.00beKThl cHUCTEMBl O0paOOTKH, XpaHEHUA W Iepenadr UHOpMaluu, coaepiKaliein
CBEICHUS O TIEPCOHANIBHBIX JTAHHBIX, JOJDKHO OBITH MOAKIIIOUEHBI K BHEIIHUM BBIUUCIUTEIHHBIM
ceTsiM OOIIero TOJIb30BaHUSA C HCIIOJIb30BAHMEM HAJIEXKAIIUX CPEACTB MEKCETEBOIO
SKpaHUPOBaHUS, CEPTUDUIIMPOBAHHBIX MO TPeOOBaHMIM 0€30MaCHOCTH.

6. Ha oObekTax cucteMbl 00pabOTKU, XpaHSHHUS U TIepe1adyu HHPOpPMaIH, CoaepIKaieit
CBEICHHUS O TEPCOHANBHBIX JAHHBIX, JIOJDKHO OBITh 00ECHEYeHO OTCYTCTBHE HEIITATHBIX
MPOrPaMMHBIX ~CpPEACTB, HE UMEIONIMX OTHOUIEHHE K Tpoleccy (PyHKIHOHUPOBAHUS
JOUIKOJIBHOTO 00pa30BaTeNbHOTO YUPEKICHHUS.

7. JlomkHel OBITH OOECleYeHBbl YCTAaHOBKA, KOH(MUTYpHpOBaHWE U YIpaBICHUE
porpaMMHo-anmnapaTHeiMu cpeacTBaMu AVC B COOTBETCTBUHM C PYKOBOJICTBAMHU M COTJIACHO
OIICHEHHBIM KOH(UTypaIHsIM.

8. Ilepconan, otTBeTcTBeHHBIH 3a agmuHuctpupoBanue AWC, pomwkeH ObITh
ONmaroHaJeXKHbIM M KOMIIETEHTHBIM, M PYKOBOJACTBOBAaThCS B CBOEH JAEATEIHHOCTH
COOTBETCTBYIOILEH TOKYMEHTALUEH.

9.YnonmnomoueHHsle Ha paboty ¢ AUC omepaTopsl JOJDKHBI OBITh ONaroHaAeKHBIMHU,
PYKOBOJICTBOBAThCsI B CBOEH  paboTe SKCIUTyaTallMOHHOW nokymeHTarueii Ha AWC, a ux
COBMECTHBIE JIEMCTBUS JOJDKHBI OBITh HANpPaBlIEHbl HCKIIOUUTEIHHO HA BBIMOJIHEHHE CBOUX
(GYHKIMOHATBHBIX 00s3aHHOCTEH.



